a KerioControl

[pocTas B 1MCMOAb30BaHWK KOMMNEKCHas
cucTemMa yrnpasneHus 3alUTor oT yrpos

Mcnonb3aynTe Kerio Control ans 3aLimTbl Ballen CeTu OT BYPYCOB Y BPeAOHOCHbIX MPOrpaMM. 3TO MPOCTOe B
YNPaBAeHU peLleHme BKIKYaeT B CeHA MeXCETEBOW 3KpaH (GariepBos) U MapLLUPYTU3aTOP HOBOIO MOKOIEHUS,

CUCTEMY ODHapyXeHVd 1 MpeAoTBpaLLeHVd BTopxeHWr (IPS), aHTBupyc, VPN, dunsTpaumio COAepXMMoro Beb-
calita 1 MpUNoxeHWin. LLInpokmne BO3MOXHOCTY 11 HEMPeB30MAeHHasA TMOKOCTb B Pa3BepTbIBaHNM AenaroT Kerio
Control naeansHLIM BEIOOPOM A1t MasbIX U CPeAHUX MPeAnpUSTUR.

3awmTmTe CeTb NpY MOMOLLM
rnyooKoro aHanv3a nakeTos,
pacLUpeHHON MapLUpyTU3aLmn,
NpesoTBPaLLeHna BTOPXeHNIA

1 BbICOKOMPON3BOANUTEIbHOIO
kneHTa VPN.

YnpaBnsiiTe NponyckHow
CMOCOBHOCTBIO MPY MOMOLLM
Np1opmuTE3aLMM 1 MOHUTOPWHIa
Tpaduka, banaHCMpPOBKM
NHTEPHET-HArpy3ku, orpaHnyeHns
[10CTyNa kK MOTOKOBOMY BUAEO U
MYPUHIOBbBIM MOAKIFUEHNAM.

Jly4dwas B oTpacnum cucrema
drnbTpaLMY COAEPXMMOro
Beb-calita 1 NpUOXeHW  No
141 kaTteropum C BOSMOXHOCTbHO
npocMaTpvBaTh NHTEPHeT-
aKTVIBHOCTb OTAENbHbIX
noneb3oBatenen.

Nerkoe n 6eiCcTpoe
AAMUHNCTPUPOBaHME

CO CTaLMOHAPHOI0 UK
NNaHLLETHOro KoMMbroTepa Npu
nomoLLn Beb-nHTepdelica Kerio
Control.

BbicTpoe 1 npocToe
pasBepTbiBaHMe B Ntobol IT-cpese
ApY NOMOLLM MPOrPamMMHOro Uan
BUPTYaNbHOrO MOAYNeN.

< KERIO

ObecneybTe 6e30MacHOCTL Ballen ceTu

3almTuTe cepBepbl NPy MOMOLLM F1y60KOro aHanv3a NakeToB U PacLUMpeHHbIX
BO3MOXHOCTEl MapLUpyTV3aumm Tpaduka.

Co3faBalite NOANTUKI BXOASILLIErO U UCXOAALLErO

Tpaduika, paspeLlante NOAKNHOYEHNUSA TONBKO

no onpegenéHHeiM URL, mpunoxeHuam, Ang

onpesenéHHoOro Tuna Tpaduka, kaTeropysm AaHHbIX

1 B yKa3aHHOe Bpemst CyTOK. Y ' I
cnonb3ynTe cncTemy NpeAoTBpaLleHs BTOPXeH

C aHanM30M NoBeAeHVA Ha base NpUoxeHUa Snort,

perynspHoO 06HOBAAEMYIO a3y AaHHbBIX MPaBUA U

YEPHBIX CN1CKoB IP aapecos. \ 4

He nossosdaiite BMpycam, YepBam, TPOAHCKAM 1
LUMVIOHCKMM MPOrpaMmam rnonacTe B Ballly CeTb — UCMOb3ynTe Kerio Antivirus.

3alWnTnTe KIMeHT-CepBepHble NOAKIHOYeHUA npur nomoLm Kerio VPN kaneHTa, — nin
NCNONB3YTE CTaHAAPTHLIN KNneHT IPsec VPN (L2TP).

[Anst co3paaHnst 6e30MacHbIX MOAKNOUEHNI CeTb-CeTb Mexay 0ncamm, NCNonb3ynTe
Kerio VPN. [lns co3gaHusa 6e3onacHoro coeanHenve VPN ¢ yaaneHHbIM oducom 6e3
pa3sepTbiBaHuA Kerio Control, ncnonb3yiTe cTaHAapTHbIN npoTokon IPsec VPN.

YnpasnanTe nporyckHOM CNoCOOHOCTHIO A4
ONTUMM3aLMV Tpaprka

© 2017 Kerio Technologies,

YCTaHaBAMBaliTe NpUOPUTETLI 1 OCYLLECTBAATE MOHWUTOPUHI CETEBOrO TpaduKa.

Pacnpesensiite UHTEPHET-TPaPUK Mo

HECKONBbKM NOAKIHOUEHNAM NP MOMOLLIA _— (| o
6anaHCMPOBKM Harpyskn VHTepHeT- a I o J
NoAKNYEHNS, YTObLI 06ecneUnTb 1% (]
HemnpepbIBHbIA AOCTYN B IHTEpHET. o o

3aLKMTUTE Bally CeTb OT Tpaduika,
MOrNOLLAOLLIEr0 MPOMYCKHYK CMOCOBHOCTb
KaHana. Hanpumep, NOTOKOBOrO BMAEO, AW BNOKMPYIATE MUPUHIOBbLIE MOAKAFOUEHNS.

nc. Bce npasa 3alyyiiLeHs



[oBbILWANTe NPOV3BOANTENBHOCTL TPY/Aa COTPYAHVKOB
NPV MOMOLLW NyYLLIen B OTPAC/N CUCTEMbI GUAbTPALIM
MNPUNOXEHNA U MHTEPHET-COAEPXMMOTO

BO3MOXHOCTb BEIOOPOYHOTO YNPaBAeHNsA 1 MPOTOKOAMPOBAHNA A0CTYNa

K 147, NOCTOAHHO OOHOBASIEMOW KaTEropy KOHTEHTA U MPUIOXEHWI NpY
MCNONb30BaHWUM pacLUnpeHHol cnyxbel Kerio Control Web Filter ¢ koHTponem
NPUNOXEHWI.

MNpocmaTprBaiiTe MHTEPHET-aKTUBHOCTb OTAE/bHbIX MOb30BaTeNel, yToUHsANTe

npasuia ynpaeaeHna NoaoCcom NpPonyckaHsa 1 BbINOAHANTE MHOTMe Apyrie
3aZa@4m NpY NOMOLLM NOAPOBHBLIX aBTOMaTMYecknx oT4eTos Kerio Control Statistics,
OTMNPaBASEMbIX Ha BaLy 3M1EKTPOHHYH MOYTY.

MUHUMN3MPYIATE FOPUANYECKE PUCKI 1 yBENNYBLTE NMPOU3BOAMTENBHOCTE Tpyaa
BaLLMX COTPYAHVIKOB, YNPaBAAsa 1x JOCTYNOM K BEG-CaTaM, MPUIOXEHWAM U
KaTeropusM aHHbIX B ykazaHHOE BPeMs AHS 1 HOUM, NCMOb3ys 0630PHbIE OTHETD
aKTUBHOCTU.

BeicTpoe v nerkoe agAMUHNCTPUPOBaHMe — B Nr0boe
BpeMms, B KOOOM MecTe

= [losyyaiitTe AOCTYN K HacTpolikam 6€30MacHOCTY, yrpaBAeHnio Noab30BaTeNnsmu
1 MPOMYCKHOM CNOCOBHOCTHID, 6€30MACHO Y HAAEXHO YCTaHaBAMBaMTe NONUTUKA

Tpadrka Npy NOMOLLM HACTPaMBaemMoro Beb-nHTepdeiica.

NMOMOLLW MnaHLeTa.

V = Ynpasnaiite Kerio Control ¢ HaCTONbHOro KOMMLIOTEPA WAV YAaneHHO Npu

= KOHTpOAMpYWTe BaluW yCTPOMCTBA B HOHOM MecCTe C MOMOLLbH0 MyKerio.
YnpasnsanTe HeckoNbk1MMU passepTbiBaHamm Kerio Control ¢ NOMOLLbHO
LeHTPann30BaHHOro Beb-1HTepderica, KOTOPbIN Bam NpeaoCTaByT
KOHCONMANPOBAHHYIO MHPOPMALIMIO O CUCTEME, aBTOMaTNYeCKOe pe3epBHOe
KOMMPOBaHMe KOHGUrypaLmm, MOHUTOPUHT CTaTyCca, YBEAOMNEHWS CNCTEMbI U

MONHYO YAaNEHHYH KOHOUIYPaLIMIO.

= [lonyyaiite yBeAOMIEHUA MPAMO Ha MOBUIBHOE YCTPONCTBO C MOMOLLIbHO
npunoxeHusa MyKerio ansa Android, iPhone n Apple Watch. Bel moxeTe 6bi1Tb
yBepeHbl B TOM, UTO BalllK YCTPOWNCTBA OHMAMH 1 eCn CTaTyC U3MEHUTCH, Bbl

byaeTe NepBbIM, KTO 06 3TOM y3HaeT.

vmware Hyper-V

BbicTpoe pa3BepTbiBaHvie B Nt0b60N IT-cpese

M3berante npobaem, BbI3BaHHbIX KOHGANKTAMU MPUNOXEHWI U YAZBUMOCTAMU
CUCTEMHBIX CNYXH, pa3sepHyB NporpaMmHelii Mogynbe Kerio Control — yctaHoBka
Ha Nroboe A0CTyNHOE annapaTHoe obecrneyeHune.

MHTerpupyrite BMpTyansHelii Mogynb Kerio Control ¢ npesaputensHo
HaCTPOEeHHbIM MPorpaMMHbIM obecnedeHnem Kerio Control n «ykpenneHHom»
OC B cpeay VMware — 6e3 n3MeHeHWs annapaTHoro obecneyeHns — u
06BbeANHUTE HECKONBKMX CreLan3npoBaHHbIX CEPBEPOB 1 MPUIOXEHUI B
OZJHOM YCTPOWCTBeE.



http://my.kerio.com
https://play.google.com/store/apps/details?id=com.kerio.mykerio
https://itunes.apple.com/us/app/mykerio/id1091507462?mt=8

